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Inspector General

SUBJECT: Final Audit Report — The Cost Effectiveness and Security of
Taxpayer Data in the Electronic Transcript Delivery System

This report presents the results of our review of the Internal Revenue Service's (IRS)
Electronic Transcript Delivery System (ETDS). ETDS is an automated system to
provide third parties, such as mortgage lenders and government agencies, faster
access to tax return information. The taxpayer's consent is required before this
information is released.

In summary, the cost effectiveness of ETDS has not been determined. Also, IRS
management has not adequately addressed the risks that third parties may misuse tax
information, and that third parties as well as IRS may not adequately protect tax
information from unauthorized disclosures. The IRS can reduce these risks by following
through on our recommendations. However, these risks are significant and must be
weighed collectively in determining whether to continue development of this project.

We briefed IRS management on the issues contained in this report on April 10, 1998,
and provided them a draft of this report for comment on July 2, 1998. In his

February 22,1999, response to the draft report, the Assistant Commissioner (Electronic
Tax Administration) agreed with most of the findings and recommendations presented.
He did not address our recommendations to require third party computer systems to
meet minimum security standards and to require background investigations for third
party employees who access ETDS. We have also excluded one of our
recommendations based on a Counsel opinion issued after our draft report.

Copies of this report are being sent to the IRS managers who are affected by the report
recommendations. Please call me at (202) 622-6500 if you have any questions, or your
staff may contact Pamela J. Gardiner, Deputy Inspector General for Audit, at

(202) 622-6510.
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Executive Summary

The Internal Revenue Service (IRS) is devel oping the Electronic Transcript Delivery
System (ETDYS), an automated system to provide third parties, such as mortgage lenders
and government agencies, faster accessto tax return information. With the taxpayer's
consent, the IRS will release up to three years of tax information to each requestor.

ETDS s being designed to provide the information to requestors within 24 hours
compared to the 7 to 10 days currently required to process a request for a summary of tax
return information received through the mail, and the 60 days required for a photocopy of
thetax return. In addition to faster service, the IRS estimated that ETDS could improve
voluntary compliance by $2 to $4 hillion annually by encouraging taxpayers to report all
their income to support their mortgage applications. The IRS estimated it would cost
$7.67 million to implement ETDS, but it has not yet devel oped estimates for operating
and maintenance costs.

The objectives of our review were to validate the costs and benefits of ETDS, and
determine if controls were adequate to ensure taxpayer privacy and data security.

Results

We could not verify the IRS estimated costs and benefits for ETDS dueto its lack of
documentation and testing. However, we did identify concerns over the security and
privacy of taxpayer data. The IRS needs to address the following concernsin
determining the priority for rolling out the ETDS project compared to other projects
needed for IRS modernization:

Potential unauthorized use of the released tax return information by third parties.
Potential unauthorized access to tax information on third party computer systems.

Potential unauthorized access to tax information on IRS computer systems.

Summary of Recommendations

The IRS should initiate legidation to prohibit the unauthorized use of taxpayer
information on ETDS by third parties. Also, it should take a more proactive role to
advise taxpayers of therisk in releasing data to third parties, and in ensuring better
security over taxpayer data by third parties. The IRS also needsto ensurethat ETDS
meets government security standards.
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Management’s Response: With the exception of Recommendation 3, which was not
addressed (see pages 7 and 8), the Assistant Commissioner (Electronic Tax
Administration) has agreed with the findings and has devel oped corrective actions to
address theissues. Management’s comments are incorporated in the report where
appropriate, and the full text of their response isincluded as Appendix 1V.

Office of Audit’s Comments: We agree with the corrective actions outlined in
management’ s response. However, the Assistant Commissioner (Electronic Tax
Administration) did not address Recommendation 3 to require third party computer
systems to meet the same security standards the IRS and state agencies are required to
meet, and to require background investigations for personnel accessing ETDS. We
believe these are important preventive controls that would decrease the risk of
unauthorized disclosure while increasing taxpayer confidence in the system.
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We reviewed ETDSfor costs
and benefits, and privacy and
data security concerns.

ETDSwill provide third
parties tax return information
in an electronic format within
24 hours of their request.

Objectives and Scope

The objectives of our review were to validate the costs
and benefits of the Electronic Transcript Delivery
System (ETDYS), and determineif controls were
adequate to ensure taxpayer privacy and data security.
We conducted the review from August 26, 1997,
through March 31, 1998, in accordance with
Government Auditing Standards.

To accomplish our objectives we:

Reviewed the Internal Revenue Service's (IRS)
assumptions about current and future estimated costs
of developing, establishing, and maintaining ETDS.

Reviewed the IRS estimated increase in revenues
from increased voluntary compliance when ETDS is
implemented.

Evaluated the risks to taxpayer privacy and data
security by releasing tax return information to third
parties under ETDS.

Appendix | provides the detailed objectives, scope and
methodology of our review. A listing of major
contributors to this report is shown in Appendix I1.

Background

Mortgage lenders and some federal agencies indicated
they would like to receive IRS tax return information
faster and more efficiently than via the current paper
process. The paper process provides taxpayers or
authorized third parties a summary of tax return
information in 7 to 10 workdays after IRS receives the
request through the mail.

The IRSis developing ETDS to provide tax data faster
and more efficiently. ETDS is an automated system
designed to give tax information to third parties, such as
mortgage lenders and government agencies, in an
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electronic format within 24 hours. The request could be
for as many as three years of tax return information.

To help ensurefair treatment for taxpayers, Vice
President Gore recommended testing and implementing
ETDS in his Reinventing Service at the |RS document
published in March 1998.

As currently designed, a third party will complete, and
have the taxpayer sign, arequest for tax return
information. The ETDS user will then gain system
access only after passing several authorization checks.
These checks include a Personal Identification Number,
a password, and the use of a SmartCard (a system
similar to that used by Automated Teller Machines).
Once the request has been placed with the IRS, a series
of programs will be used to ensure the accuracy and
completeness of therequest. After the request passes
this validation process, the IRS will place the
information in a secure e ectronic mailbox for receipt by
the requestor.

The IRS currently provides tax return information to
third parties by mailing them a summary of the tax
return information or a photocopy of the tax return.
Instructions on the Request for Copy or Transcript of
Tax Form (Form 4506), indicate it will take 7 to 10
workdays to obtain a summary of thisinformation after
IRS receives the request through the mail, and up to

60 calendar days to obtain a copy of thetax return. The
summary includes most of the line items from the tax
return that the IRS has entered into its computer system.
A copy of atax return includes all tax return
information.

ETDS would provide only 24 of the line items from the
tax return. It would also include one additional item to
reflect arevised taxable income, if applicable (e.g., the
taxable income could be revised due to the taxpayer
filing an amended tax return or the IRS disallowing
deductions). ETDS will also use a validation process
and maintain arecord to identify the individuals
requesting and obtaining the tax return information.
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We could not validate the IRS
assumptions about future costs
of ETDSor the projections of
increased revenue and
taxpayer compliance.

Because of increased risks of
unauthorized disclosure and
security over data, IRS should
resolve privacy and security
concerns before
implementation.

With these features, the system could quickly provide
relevant tax information.

Results

We could not validate the IRS' assumptions about future
estimated costs of developing, establishing, and
maintaining ETDS. The ETDS Project Office has
estimated the total cost for implementation of ETDS at
$7.67 million, but has not devel oped sufficient
information to support its estimate. In addition, the
Project Office does not have sufficient information to
determine operating and maintenance costs for ETDS.
The Project Office would need the assistance of
Information Systems Field Operations personndl in
obtaining accurate information regarding the potential
future costs of the system. However, these personnel
would not be available to assist in this area until the
project has been approved for pilot testing. As of
June 7, 1999, ETDS had not been approved for pilot
testing.

We aso could not validate the Project Office's
projections of increased revenue and taxpayer
compliance attributed to the use of ETDS. The Project
Office estimates ETDS would increase revenue and
voluntary compliance by $2 to $4 billion annually by
encouraging taxpayersto report all income in support of
their mortgage applications. The Project Office,
however, has not yet prepared a comprehensive business
case to support its projections. The Project Office plans
to complete a comprehensive business case by

June 1999, using the information obtained during the
pilot testing.

Although ETDS will provide less information on a
taxpayer’s return than is being released through the
current paper process, ETDS has the potential to greatly
increase the number of taxpayers whose tax information
isin the hands of third parties. Therefore, the IRS needs
to address the following concerns over the security and
privacy of taxpayer datain determining the priority of
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Legidation being drafted to
restrict unauthorized use of
tax data is not specific about
third-party use of the data.

rolling out this project compared to other projects
needed for modernization:

Potential unauthorized use of the released tax return
information by third parties.

Potential unauthorized access to tax information on
third party computer systems.

Potential unauthorized access to tax information on
IRS computer systems.

Legislation to Restrict the Unauthorized Use of
Tax Return Information by Third Parties Is
Incomplete

We have concerns about the potential unauthorized use
of taxpayer information and the IRS' ability to properly
enforce laws relating to the improper use of the
information. Because taxpayer data will be furnished in
an electronic format, third-party users of ETDS could
more easily use the electronic tax information in ways
other than intended, such as developing marketing or
mailing lists.

Legidation is currently being drafted to address this
issue. However, in our opinion, the draft legidation is
not specific enough to fully address the risks of
unauthorized use. Existing legidation is very specific
regarding how taxpayer data can be used by other
government agencies. For example, the Health Care
Financing Administration is restricted to using taxpayer
data“only for the purposes of, and to the extent
necessary in, determining the extent to which any
medicare beneficiary is covered under any group health
plan.” However, the draft legisation does not contain
the same specific restrictions on the use of taxpayer data
by third parties. For example, mortgage lenders are not
restricted to using the data only for mortgage lending
activities.

The legidation does not specifically restrict
unauthorized use of taxpayer information by third
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Legidation should specifically
restrict the use of tax return
information.

parties. Representatives from the Office of Chief
Counsdl, Office of Disclosure, and the Privacy Advocate
have also expressed concerns about theseissues. The
release form taxpayers sign states that IRS has no
liability over the use of the information given to third
parties. However, we are concerned that taxpayers may
not be aware that third parties could misuse the tax
information. Having taxpayer datain an electronic
format increases the ease, and thustherisk, that it could
be misused.

In our opinion, without specifically restricting the use of
tax return information, the legidation is not sufficient.
ETDS Project Office personnel did not resolve these
issues before devel oping the system.

Recommendations

1. ThelRS should ensure that proposed legidation
prohibits the secondary (inappropriate) use of any
taxpayer information, including information
currently released through other processes.

Management's Response: |RS management agreed
and will request that the Internal Revenue Code be
modified to restrict unauthorized use of tax
information by third parties.

2. ThelRS should develop an awareness program to
provide direction to taxpayersif they believe
confidential tax return information has been
inappropriately released.

Management's Response: |RS management agreed
and will communicate to taxpayers through
information provided in Form 4506, and common
publications and instructions for the Form 1040
family.
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There are no regulationsin
place to protect tax
information provided to third
parties.

The draft ETDS MOUSs for
|lenders do not include
computer security standards.

Security Requirements for Third Party
Computers Are Not Adequate to Deter
Unauthorized Disclosure of Tax Return
Information

There are no regulations or proceduresin placeto
protect the tax return information released by the IRS to
third parties. Therisk exists that computer “ hackers’ or
employees of third parties could access and misuse the
tax information from ETDS.

The number of requests for taxpayer information
released through ETDS may dramatically increase over
the current paper volume if other industries (such as
automotive dealers or high-dallar retail sdlers) gain
access to ETDS for income verification. Such an
increase will result in an even greater risk of
unauthorized disclosures.

The IRS isrequired to maintain minimum security
standards over tax return information. When this
information is shared with state agencies, IRS
Disclosure Officers are required to make visitations to
the agencies to ensure that proper security controlsarein
place. However, the IRS has no plansto require the
same security over electronic tax return information
released to private businesses.

The draft Memoranda of Understanding (MOU)

between third parties and the IRS for using ETDS do not
include computer security standards that would
safeguard taxpayer information. IRS Counsdl is of the
opinion that computer security standards should not be
included in the MOU. Counsd does not want taxpayers
to perceive the IRS as still "owning" the tax information
after it has been provided to third parties.

However, releasing electronic tax return information to
third partiesis a new process for the IRS, and adequate
controls must be established to safeguard taxpayer data.
While mortgage lenders have been able to work with the
paper processing time frame, the shorter time frame
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using ETDS could generate more requests, aswell as
interest from other industries.

Also, even though the IRS requires background checks
on all of its employees who have access to taxpayer
data, the draft MOUs do not require background
investigations of third party employees who will have
accessto ETDS.

Recommendation

3. Electronic Tax Administration (ETA) management
should incorporate security requirements, smilar to
those with which the IRS must comply, into the
MOU and provide oversight of third partiesto help
ensure that tax return information is adequatdly
protected. Thiswould include ensuring third party
computer systems meet the same security
requirements as |RS and state agencies. In addition,
ETA management should require background
investigations of personnel in all entities accessing
ETDS.

Management's Response: Management responded
that, during the pilot, accessto ETDS will be
revoked if violations occur, and the system will be
monitored for unauthorized disclosures through a
confirmation program with taxpayers. Access will
be limited by the use of passwords and SmartCards.

Office of Audit Comment: IRS management did not
address our recommendation that third party
computer systems be required to meet the same
security requirements as federal and state agencies
when recelving taxpayer data. |RS management also
did not address our recommendation to require
background investigations for personnel accessing
ETDS. We bdieve these are important preventive
controls that would decrease the risk of unauthorized
disclosure while increasing taxpayer confidencein
the system.

The confirmation program, as proposed in
management’ s response, would be ineffective
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ETDS had not met minimum
security requirements as of
September 5, 1997.

because it would validate only the taxpayers
authorizations to release the information, and would
not identify unauthorized disclosures by third
parties.

Security of Data on IRS Computers Is Not
Adequate to Deter Unauthorized Disclosure of
Tax Return Information

As mentioned earlier, the IRS must ensure that the
ETDS computer system meets minimum security
standards to protect eectronic tax return information
when the system isimplemented. These standards are
provided in Treasury Directive 71-10. Not meeting
these standards increases the risks that computer
“hackers’ or unauthorized IRS employees could access
and misuse tax information on IRS computers.

Asnoted in the System Security Test and Evaluation
final report dated September 5, 1997, ETDS had not met
these requirementsin its current configuration. The
report identified five problems encountered during
testing:

All computer connections were not properly secured.

An audit log had not been established to track
aCcCesses.

The security officer had not been appointed.
The security officer had not been trained.

Encryption codes to prevent unauthorized accesses
of eectronically transmitted data were not changed
every 45 days.

ETDS Project Office personnel had not placed sufficient
emphasis on the security of data on ETDS computers.

Recommendation

4. ETA management needsto review the fina
configuration of ETDS before implementation to
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ensurethat it adequately reduces the risk of
unauthorized disclosures, and to ensure that the
identified shortcomings are addressed.

Management's Response: ETDS was certified on
May 15, 1998, and an additional endorsement was
provided on July 6, 1998, from the Chief Operations
Officer. The Office of Security Standards and
Evaluation was revalidating the certification as of
December 9, 1998. ETDSisalso undergoing a

Y ear 2000 certification.

Office of Audit Comment: Asof May 25, 1999,
management had not completed the security
certification.

Conclusion

As designed, the ETDS will provide a faster process for
providing limited tax return information to third parties
than the current paper method. However, the following
concerns should be resolved before further developing
the system: insufficient information on the cost
effectiveness of ETDS, insufficient legidation over
inappropriate use of taxpayer information by third
parties, and inadequate computer security which could
lead to possible unauthorized disclosure of tax
information on third party and IRS computers.
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Appendix |

Detailed Objectives, Scope and Methodology

The Electronic Transcript Delivery System (ETDS) is an automated process being
developed by the Internal Revenue Service (IRS) to release tax return information to third
partiesin an eectronic format. We conducted this review to validate the costs and
benefits of ETDS, and determine if controls were adequate to ensure taxpayer privacy
and data security. To accomplish our objectives, we performed the following steps:

Reviewed the cost documentation for Fiscal Y ears 1996 and 1997 for
reasonableness. The documentation reviewed included saaries, travel, hardware
and software costs, and vendor costs.

Discussed with the ETDS Project Office the costs associated with initial
implementation of the system nationwide (maintenance and operating costs after
implementation had not been determined by the Project Office).

Reviewed the IRS information regarding the $2 to $4 hillion increase in voluntary
compliance dueto ETDS.

Reviewed the outside contractor’s test results of the project to determineif it
successfully passed the test. The contractor’stestsincluded: system hardware and
software, telecommunication hardware and software, system interface, internal and
external users, system security, and system performance.

Reviewed the outside contractor’s test results of the project to determineif the
project was being designed to meet minimum government security requirements,
known as C2 level of security.

Reviewed the draft Memoranda of Understanding for lenders and other federal
agencies.

Discussed the security over the requests for information in the paper environment
with Northeast Region Audit.

Conducted a walk-through at the Fresno IRS Service Center to determine how it
processes paper requests.

Discussed any security or privacy concerns held by the Privacy Advocate,
Disclosure, and Counsel asit relatesto ETDS.

Discussed with Legidative Affairs the legidlation being drafted to restrict
unauthorized use of released return tax information.
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Appendix Il

Major Contributors to This Report

Stephen Mullins, Regional Inspector General for Audit
Gail Yorgason, Audit Manager

Richard Calderon, Auditor

Bill Richards, Auditor

Karl Zenft, Auditor
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Appendix Il

Report Distribution List

National Director for Legidative Affairs CL:LA
Chief Operations Officer OP
Assistant Commissioner (Electronic Tax Administration) OP.ETA
Assistant Commissioner (Research & Statistics of Income) OP:RS
Assistant Commissioner (Customer Service) OP.C
Assistant Commissioner (Forms and Submission Processing) OP.FS
Office of Management Controls M:CFO:A:M
Chief Counsd CC
Office of the National Taxpayer Advocate C:TA
Systems Standards and Evaluation Office IS.E
Audit Liaisons:
Assistant Commissioner (Electronic Tax Administration) OP.ETA
Assistant Commissioner (Research and Statistics of Income) OP:RS
Assistant Commissioner (Customer Service) OP.C
Assistant Commissioner (Forms and Submission Processing) OP.FS
Chief Counsd CC
Office of the National Taxpayer Advocate C:TA
Systems Standards and Evaluation Office IS.E
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Appendix IV

Management's Response to the Draft Report

DEPARTMENT OF THE TREASURY
INTERNAL REVENUE SERVICE
WASHINGTON, D.C. 20224

FEB 2 2 i999

MEMORANDUM FOR REGIONAL INSPECTOR WESTERN REGION

-

FROM: Robert E. Barr ¢ /
Assistant Commissioner (Electronic Tax Administration)

SUBJECT: Draft Internal Audit Report --Review of the Electronic Transcript
Delivery System (ETDS}--URMEM 7/02/98

The Electronic Tax Administration (ETA) office is the business owner of the Electronic
Transcript Delivery System (ETDS), developed by the Compliance Research Division
and the Fresno Service Center. In conjunction with Research Division, the Privacy
Advocate's office, Chief Counsel, and Legislative Affairs, ETA is responding to your
office's findings for the project. | apologize for the delay in this response; however, it
was necessary to await the outcome of an ETDS Executive Meeting by the Chief
Operations Officer on December 8, 1988, and further deliberations and discussions
prior to providing a final response.

First, we need to provide clarifications o a few items within the text. in the Executive
Summary, the Results section denotes a 7-10 day turnaround time for transcripts. The
Return and Income Verification Services (RAIVS) personnel in each Service Center
provide a 24-hour turnaround to walk-in and phone-in taxpayers or their designated
recipient (authorized by the taxpayer via the signed Form 4506). The 7-10 day
turnaround time applies to the taxpayers mailed Form 4506.

We share your concern about the statement that ETDS will increase/improve
compliance. The estimated $2-4 billion in increased/improved voluntary compliance
was a preliminary estimate. We are working on the business case now to substantiate
any benefit in voluntary compliance that ETDS would provide. As ETDS has not been
designed as a compliance tool, we will not be able to obtain these estimates from the
pilot and will have to perform independent research to obtain this data.

Secondly, we are also interested in whether this accelerated retum information will
actually be of benefit to the taxpayer by accelerating their disaster or mortgage ioan
processing and will work with the mortgage industry on this issue.
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2

Lastly, on page 2 of the "Background" section, you mention the recommendation by
Vice President Gore in his "Reinventing Service at the IRS" for the Service to test and
implement ETDS. It should be noted that the statement in this document also
incorrectly refers to ETDS as a compliance tool.

In the December 8 Executive Meeting, the following course of action was defined for
the ETDS program:

1. Revisit the ETDS Business Case, emphasizing customer service and,
secondarily, voluntary compliance. The Business Case will provide
justification for piloting and implementation of ETDS prior to its current
placemarker in the modernization blueprint {2.2).

2. Once the Business Case has internal IRS approval, forward it to the
Department of the Treasury and Congress for their approval to pilot.

3. Select the pilot participants for ETDS through a Request for Agreement
{RFA). This will provide the Service with an expression of interest for use of
the program in private industry. Included in the pilot (not part of the RFA
process) will be the Small Business Administration and the Federal
Emergency Management Agency to assist in disaster relief loan/grant
precessing. Non-arbitrary and non-capricious selection criteria are being
developed for the selection of pilot participants.

4. Develop a user fee billing module which will interface with the IRS' Automated
Financial System (AFS).

In the attached ETDS Action Plan and its seven related documents, we have provided
the corrective actions we plan to take to resolve the important issues your office has
raised. If you have any guestions, members of your staff can reach Beth Kelley at
(202) 283-4849.

Attachment

cc.  AJ/C (Research and Statistics of Income) (Wayne Thomas)
Director, Fresno Service Center (Ronda Hon)
Chief Counsel (Tom Baker)
Privacy Advocate (Sheri Alpert)
Office of Government Liaison and Disclosure (Michael Sincavage)
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Appendix V

Office of Audit’s Comments to Management’s Response

Based on information provided in the response from the Assistant Commissioner
(Electronic Tax Administration) to our July 2, 1998, draft report (see Appendix IV), we:

Revised Recommendation 1 by deleting two of the three items that were part of the
recommendation in the draft report. We deleted the recommendation to specify
penalties and fines for unauthorized use of tax information because they are covered
by existing laws. We also deleted the recommendation to designate a responsible
official to ensure compliance with the law because the Internal Revenue Service
(IRS) could not effectively do this based on the volume of requests received. See
Management’ s Response to Recommendation 1 on pages 15 and 16.

Deleted one finding and the related recommendation from this final audit report based
on the opinion by Disclosure Litigation. See Recommendation 5 in Management's
Response on page 19.

The following documents are referred to in Management's Response and were included
as Attachments to the response, but have not been included in thisfinal report because of
the size of the documents:

Attachment A - Blank copy of Form 4506 (Rev. 5-97), Request for Copy or
Transcript of Tax Form

Attachment B - Blank copy of Form 4506 (Rev. 5-97), Request for Copy or
Transcript of Tax Form with suggested revisions

Attachment C - Two memoranda as foll ows;

- Memorandum dated July 6, 1998, from Chief Operations Officer to Assistant
Commissioner (Electronic Tax Administration), subject "Electronic Transcript
Delivery System (ETDS) Accreditation”

- Memorandum dated May 15, 1998, from Director, Telecommunications and
Operations Division to Director, Office of Research, subject "Certification
Transmittal Memorandum for Electronic Transcript Delivery System (ETDS)"
with two attachments:

-Electronic Transcript Delivery System (ETDS) Certification Statement
-Electronic Transcript Delivery System (ETDS) Security Evaluation Report
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Attachment D - Memorandum dated July 27, 1998, from Chief, Branch 4 (Disclosure
Litigation) to Regional Inspector, Western Region, subject "Disclosure of Net
Operating Loss Information”
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